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docker load < vendra-v0.7.49.tar.gz

cp .env.example .env
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${EDITOR:-vi} .env

docker compose up -d
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docker run -d --name vendra -p 8080:8080 \
—-e POSTGRES_DSN="postgres://vendra:replace-me@postgres.internal:5432/vendra?sslmode=require"” \
—-e BOOTSTRAP_ADMIN="admin@example.com" \
—e BOOTSTRAP_ADMIN_PASSWORD="replace-with-a-long-random-password" \
—-e ENCRYPTION_KEY="$(openssl rand -base64 32)" \
-v vendra_documents:/var/lib/vendra/documents \
—--read-only --cap-drop ALL --security-opt no-new-privileges:true \
——tmpfs /tmp:size=64m,mode=1777 \
vendra:v0.7.49
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curl —fsS http://localhost:8080/health/live # {"status":"ok"}
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general branding MH|AH-2701 F7 2791 51 H2 | 20| LIE 27
identity oidc enabled:false , autoCreate:true, OIDC¥=(3.3)

defaultRole:business_user

security security.login maxFailures:5, windowMinutes:15, lockoutMinutes:15, 201 AT A gt A2 A2

maxAddressFailures:25

security security.password minLength:10 , requireClasses:0 HIUHS Z3
security security.session ttlHours:12, secureCookie:false MM £Hat 27| Secure &4
security maintenance.retention expiredSessionDays:7 , loginAttemptDays:30 2 MM-2I0I AR 7|2 HZ 7|2t
workflow workflow.approval_enabled false 3| &2 Azt On/Off. HA JUSH 2 E
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workflow workflow.separation_of_duties blockSelfApproval:false k7| 712t A2 27| &1 Ak
supplier supplier.grades S>90/A=80/B>70/C- HtEd-58718
supplier supplier.risk_levels LOW>0/MEDIUM>25 / HIGH " ZAF U+~ SFIIE
supplier supplier.registration requireEmailVerification:true, bankChangeApproval:true, SE Yt A HAHE =Y AAIZE
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supplier supplier. types / HZ-[S - MHIA-EY-T/1SO 9001 2| =9 MeEdz|
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contract contract.types / sla.rules EE -MH|A-8Y / breachNotification:immediate AY Y SLA M SR
procurement  sourcing.score_weights price 30 / quality 20 / delivery 15 / risk 15 / technical 20 RFQ H| 1 Matrix 2| 7+
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document storage driver:filesystem, path:/var/lib/vendra/documents M AZQA|
document document . types ANUASEZ - HOIST|E 9| =M EF
analytics spend. currency base:KRW A& 2| REQ|7|E S8t 7|
risk risk.rules continuousMonitoring:true , criticalStopReview:true 2|AT ZA|
notification notification.adapters H[O| XS U 2 ojHE
ai ai enabled:false, timeoutSeconds:60 Al R HZA(3.4)
52 Hab= 7[20] THEYUULE. workflow.approval_enabled & 72| M OFR2| 1 21S M= 2E 4410] T 2t2|0)| M 521 A2|EL|C. Workflow 31H 2 (2]

MH|AHE - SOl Z2AA ES0| 0] ZYLICH

3.30IDC (Keycloak) #&

MH|A 22| — Q1= - SSO 0f|Af Issuer, Client ID, Client Secret M| 7|2t ' 9™ Discovery 2 LIHZ|E 7FA}ZLICt Authorization Code + PKCE(S256) & &LICt.

Ke:

ycloak (= CHE S2AH) 0l SE& Valid Redirect URI:

https://vendra.internal/api/auth/oidc/callback

O| Z2= /api/v1 OFH7FOFELICE. /api/vi/... 2 S55HH SSO & 0RR|1 S0F2 ARSAI7HAIM 215 0| S90f0fl ZE] 401 210l0] TeF ot &2ELCH—
3 2015 A0 A| 71 S ZE | = SEYLICE

AMH|A 22[0fM 27 URLS MAGHH MEZF (27K URLY/api/auth/oidc/callback & authorization 2% 1} token W8 Y220j| 22 EAIE R #L|CH HIQY £H Q
HoM S5t0 2, TEA|Q A2 0|20| £ O|AOI H{ZO|AJ= redirect_uri_mismatch 7} 4 QU&L|CH

autoCreate 7} 744 UOM XS 27015 AFZALN|AH| defaultRole (7|2 business_user ) S&Z A S SHEL|CL 1™ O|2| BHS0{ & A2 S04SLCE

Client Secret 2 ENCRYPTION_KEY 2 U3S3}E|0 AZAE|H SHHO|| CHA| EA|Z|Z] Q&LICE



34AIRH HA

AH|A 22| — Al 22 0f| M OpenAl &8 AI=ZQIE9| Base URL-ZEH-API 7|-EtYOIR (72 602)S ‘210 ZLICE 11H Al Analyst 21H2 E5H2] 2HELICH T Z0|
ME Aol 22 S2t AIEZQIES 7|'EI7|E JLIC.

AENSH AR HO[E{2H O AERQIER LIZIL|CE O{C| 2 LI7H=2(7t 2 CO|E] 2 Z 20|22, 7{7]| 20 11 47+ 0fC|Q12] 2HlSHA 2.

4. A ¥} At

MHIA 22| - AH@7}- HBHSHBIDO) ALBR 9% - ReAC 2% SIY - YAl A U Ho| ULIC

4 Vendra

SERVICE ADMINISTRATION

A—|I:I|A 1+a|

202611 9% 1Y

2| A}H L
supplier SSY ALZA — active

ri example.com

. EH'&!'BJ} supplier S ALZA — active 202649 1Y
= #21 B saEy Xi%%/ N supplier — active 20269 9 1Y
internal 2422 active —
A internal Fope active —
internal FoES active —
. admin@demo-vendra.example.com y ' o . R B 1191
A2} st — 7 S0 - oat 24 Aef- 22 2791
41 A3
o A2t 27+ ZO|HY-0|F R (internal / supplier ) Z2A-H&- 27| H|ZHS S HFHLC,,
« SEUH AY2 supplier RYO|H HEA| 3t SSAUA O FYULICE 1 AY2 LHE SHH 4l S B0, A7 A3|o| 2| 2= S24F LT
o AEE AR LU HIEYEISH 2. ZAR -5 7120] T AIYS 712 |LICh
o HIZHS Y2 22 STOIM Lok HEYSHH T ALEALL| CHE A2 T 7| EL .

Hi et A & 7 SZo] MLt



c 3ol LI_= 015 7|2 HlolE| Eel CH2rel e

system_admin NES=Rclvy company * —REZA
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/health/live GET {"status":"ok"} Z2M| AT} 0 A=A, liveness probe
/health/ready GET {"status":"ready"} /503 {"status":"not_ready"} DB 77tA| E=4. readiness probe
/metrics GET Prometheus EIAE ofel A&

/api/version GET - 7ol -2 e A2 Al &= 20| 2oielz|

ZiE{|0|LA O|O|R|0f|= /health/ready & 30ZXOCHEZ2= HEALTHCHECK 7+ =0 QU&LICEH

=0 2E
kS HEeo0lg
vendra_http_requests_total , vendra_http_request_errors_total QAN LR
vendra_http_request_duration_seconds SEHARIERE
vendra_http_requests_in_flight SA 22| S22
vendra_login_failures_total , vendra_login_lockouts_total 201 Aujiet A3 — FApE thjel 4l

=3

vendra_postgres_connections 4 E AL
vendra_background_passes_total , vendra_background_pass_failures_total , et A (5.2)0| =3

vendra_background_last_pass_timestamp_seconds

vendra_build_info HM- 750 2k
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& =] 1:24:21 INFO request

e 1:24:21 INFO request

O non . api/vl/me
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1:24:21 INFO request
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):24:21 INFO

request

api/vl/admin/audit

24:22 INFO request
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~ Ba- Ag ? 2} +82¢ 2 o REQUEST ID
% user .
20269 98 1Y admin@demo-vendra.example.com login ~ . NnybEcgvRUOoiswo
sourcing_response
I 20264 93 1Y porial@nuri.example.com submitted R . o B -dmwTvGHj qVIpd6H
= user
20264 93 1Y porial@nuri.example.com login ~ _ PmSfNNVZABOrvVpil
& ARy o e
A sourcing_response
I 20264 0¥ 1Y portal@daesung.example.com submitted ) o N BohJCP®_zbpfuvcy
8
user
20264 02 1Y portal@daesung.example.com login o WQ122d_sY2ecxJlz
sourcing_response
20261 98 1Y portal@hanbit.example.com submitted e = _ x61rD_rCBlb4av-o
user
20269 98 1Y portal@hanbit.example.com login ~ . QZ95XTuFPBae760p
user
20264 93 1Y ‘admin@demo-vendra.example.com create ~ _ _ - _YyVcQGgAgm-sLfD
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#1) GO[E{H0] &

docker exec -t <postgres)> pg_dump -U vendra -Fc vendra > vendra-$(date +%F).dump

#2) M 28
docker run --rm -v vendra_documents:/data:ro -v "$PWD":/backup alpine \

tar czf /backup/vendra-documents-$(date +%F).tar.gz -C /data .

12|31 ENCRYPTION_KEY 5 O] St CHE ZA0f 22HLICE Al 7HR|7F T Ql0{0F E417F 2EAELICH— 7|7} Q™ B I ot0f Secret- A|IZHY E = E2|A| 45U CH

5657

docker compose down
# CO|E{H|O] &
docker exec -i <postgres) pg_restore -U vendra -d vendra --clean --if-exists < vendra-YYYY-MM-DD.dump
# ZM =8
docker run —-rm -v vendra_documents:/data —v "$PWD":/backup alpine \
sh -c 'rm -rf /data/* && tar xzf /backup/vendra-documents-YYYY-MM-DD.tar.gz -C /data’
# S A3t Z2 ENCRYPTION_KEY £ 7|8
docker compose up -d

curl —fsS http://localhost:8080/health/ready

231 5[0fl= AH|A 22| — Q1F - SSO £ €0 Client Secret 0] &0k =R
ALk

Sa8H e 29

AZIY R} 51 =2] 2HQISHM| 2. 07| A JHA|H ENCRYPTION_KEY 7} ELE
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#1) A =€ HHUE Ao gUL — == o T2yt

curl -fsS http://localhost:8080/api/version

#2) ClO[E{EO| At EM =2ES HWYYLICH (5.5) — 010|220 2 =|=S0t7tA| &Lt
#3) M OIOJAE HAst CHAl ZZL|Ct

docker load < vendra-v0.7.50.tar.gz

docker compose up -d

#4) &l
curl -fsS http://localhost:8080/health/ready
curl -fsS http://localhost:8080/api/version

7|5 30l 7|0} 0to|220|440| AF 2.2 HEELICE. 0{2] AAHATL FA0f S2tet= QFMBILCE.

ElE2|7]: 7|0t 00| 120142 o 2Rt ZIL|CH. A H{HO| 2HE A7|0F 2{0lA S HIO|L{2] = S8 61| 282, E|E2(2{H PI0|= 2| WS SAs £ A
0[0|Z| 2 7| SEHLC.

docker compose down
#5.6 B2 YOS M Yuet 24 252 =9

VENDRA_IMAGE=vendra:v0.7.49 docker compose up -d
EIZ2(7|7t Y] SRS Xota g, 20| E 2M Ml MEHO| OfL |2} Mate| UL QL|Ct

5.8 31 A CHAl TS| (A 2IAHE)

O] 2MetAFEAL 710|202 -2 scripts/guide-screenshots.mjs 7+ 2HSLICE.

VENDRA_GUIDE_URL=http://127.0.0.1:8080 \
VENDRA_GUIDE_ADMIN=admin@demo-vendra.example.com \
VENDRA_GUIDE_ADMIN_PASSWORD="---" \
VENDRA_GUIDE_DEMO_PASSWORD=""+" \

node scripts/guide-screenshots.mjs

s
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VENDRA_GUIDE_ALLOW_REMOTE=1 QiO|= HZBIL|C} 2 ML workflow.approval_enabled SHLIDHZEA| ZACE7} BLIH I ZHQ 2 E|SZIL|C} 0|0] H|O|E{7} Q= HE

Ol M= OFR A= 2] Q¢ 42 SHL|CY.
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H|UHS = S O} 517 tH24-20HHR21|TH VENDRA_GUIDE_ADMIN_PASSWORD = Zt2|Rt 21910l VENDRA_GUIDE_DEMO_PASSWORD = AT EJ}OtE = M@ A% (LH5 AR AL
-EE ALEA}) ME0)| $LICH—H|YHS M (7|2 102t 0|4) & S35t 2H0[0{0F BHLICH AFZE THUo]l= O H|PHS = A5 UR| 20, THA RAISHAIL.

PDF L 28 =72 F&LICt

node ---/aidev/tools/guide/md2pdf.mjs docs/USER_GUIDE.md docs/USER_GUIDE.pdf \

——title "AFAt 7t0|E" --subtitle "--" --project "Vendra" --version "v@.7.49"
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docker logs vendra & —
{"level":"ERROR","msg": "configuration error"}

{"msg":"database startup failed"}

{"status":"not_ready"} , DB Z& H4lM &

/health/ready

M 29| auth_unavailable

ZA219| login_failed / login_locked

OIDC 33Ate| Redirect URI SE3t

MH|A 2t2|9] 371 URL

oiato| HojEf 9l, 2R 0| 23 B

storage AZ9| path , 25 0IRE

ENCRYPTION_KEY

vendra_background_last_pass_timestamp_seconds ,
M 29| notification dispatch failed
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23

POSTGRES_DSN - BOOTSTRAP_ADMIN - BOOTSTRAP_ADMIN_PASSWORD - ENCRYPTION_KEY
= k21 Z40] HIA|R|0f| 245 UELICE ENCRYPTION_KEY must be a base64-encoded
32-byte key ™ openssl rand -base64 32 Z CRA| BHELICE
BOOTSTRAP_ADMIN_PASSWORD must be at most 72 bytes ™
= 12} = 3HIO|E).

HIYHSE SYULICHE
DSN 2| SAE -AAZH: sslmode 2t L3S SQITHLICE

PostgreSQL O] &0t QUE=A], A4 &fetof| E2t=a| =l ct

( vendra_postgres_connections ).
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7.1 7|22 S WEA| HIRYOF 3H= A

= 7|12 B [J=A
BOOTSTRAP_ADMIN_PASSWORD env 9|t H2IA S SHHOM HE. env 2| U2 1 FIZ RESHA| ¥ELICH
ENCRYPTION_KEY OflAIZk openssl rand -base64 32 2 HHEDICHMZ M. OflAIZkS TICHE 42| Op42
security.session 2| secureCookie false HTTPS 2 MH|ASHH true E. MM 7|7t HE Z22 LI7FA| 94A ELiCt
security.password 2| minLength 10 Z2| A2Ho)| L 2|1 requireClasses = A &LICH
workflow.approval_enabled false 501 EX|7H HQSHH F{OF SHL|CH — HA| 4O H IE MAO| 2HF S2IL|Ct
workflow.separation_of_duties blockSelfApproval :false 7| 712t 247| £Qlg aroz{™ AL|Ct
POSTGRES_DSN 2| sslmode .env.example 2 require disable 22| 0ML

7.2 2|50f| EH Qb = A
- PostgreSQL ZEE 0l Z2|7|0|M YO 2 L Z51Z| OIMQ.
o 8080 2 HE HTTP YLIC TLS ST ZEA| F{ofl F11, ZEA|Of|AM2F M-S 2HsLCE
o /metrics & Q30| YSLICH ARLH ZLIEIZ YO M 2| SHA 2.
e /mcp o /api/v1 2 Q1F0]| Z UR|TE, QIELIO)| 0= A2 UM ZHE 2= FRE Yot ZEAO|M WAF-S & H3Hs 3 FH 2.

7.3 Zigo]L

O|O0]Z|&= H|-root( vendra ) 2 &1, compose = read_only: true * cap_drop: ALL ° no-new-privileges:true 2 ZlFL|CE MA7|7FEQSHE /tmp (tmpfs)2t-EXM
SEWULICE A docker run EUIE 22 SMS FAL2(2.2).
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