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— AE§: /var/lib/invengor-agent (0700)

\ L— queue/*.jsonl (0600, =2 & Az Z2|)

— outbound HTTPS

L— POST {server.url}/v1/agent/events

‘ Invengor Server :7070 / PostgreSQL / CMDB - AI €A

1. HIEA A3: root A5t Linux capability 210 S2t8HL|Ct.

Is 27| L7 Anfjsh = LHHZ| = Al4 27 CE
2RI UAOH F=tZ A ALK 2 BHEA| AELIC
. at-least-once g A|0|EQJ0] Q! X F IAUS AfA|5tR| &Lt
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Al 2g Kernel 3.10+, RHEL A€ 7+, Ubuntu 18.04+, Debian 10+ A 7128 =3

5328 Alpine, Amazon Linux, SUSE SHAl 221 initt 210| 512
Aot 58 Kernel 2.6 /€, CentOS 6 & Jproc 7|t SHAl A2
O|z|& Kernel 2.4, Linux 0]2] Unix Alsi HAF ol

H| S O [Ell%]:
o x86_64-unknown-linux-musl , CPU 7|& x86-64
e aarch64-unknown-1linux-musl , CPU 7|& generic
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2.2 H{E A HJ2AE
. CHef SAEO| uname -m 1t T 7| ] OFF |El2{ L]
. 2|2 Ot7[0| 22| SHA-256 HS
. Z2| 52! A0 E9{0] URLZI DNS ZH|
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3.1 H2 R }REE
x86_64 Ol Al:

curl -fLO https://github.com/hkjang/invengor-agents/releases/download/v0.2.3/invengor-agent-1inux-x86_64.tar.gz

curl -fLO https://github.com/hkjang/invengor-agents/releases/download/v0.2.3/invengor-agent-linux—
x86_64.tar.gz.sha256

sha256sum —c invengor-agent-linux-x86_64.tar.gz.sha256

AS ZA7} ok 7+ OFL|H B 25 STHILICE SHA-2562 1& L 7ot HE ER|0f| AFESHA| T, v0.2.3= = MY
njo|Lt S2 3 (attestation) = HISSHA| FELICE LEAH SF0M= SUE HE YL 2 e F 23]
MBS FII5HAIL
3.2 1{7|A] #+d

bin/invengor-agent /opt/invengor-agent/bin/invengor-agent 0755

config/config.toml /etc/invenqor-agent/config.toml 0640, root:invengor-agent

README . md /opt/invenqor-agent/README .md 0644

init 42| init A|ARIE A AR ZH2 0644 = 0755

AR C|2IE{ 2| /var/lib/invengor-agent 0700 , M8 AH



tar -xzf invengor-agent-linux-x86_64.tar.gz

cd invengor-agent-linux—x86_64

sudo ./scripts/install.sh

M2 AFZYELE invengor-agent A|ARIAIEAL/IES PHE, 7|2 /etc/invengor-agent/config. toml = EHO{AZ|
OFO M, ZHAIStinit A|AHI0| MH|AE SESIAL A

a3

3.3 init A|AEIEH M| ZAn}

systemd
o MH|A LMY /etc/systemd/system/invengor-agent.service
o AFZ Al2At systemctl enable —-now invengor-agent.service
o AH AR} invengor-agent:invengor-agent

o MJ|3|8 AR /var/lib/invengor-agent

sudo systemctl daemon-reload

sudo systemctl enable -—now invengor-agent

sudo systemctl status invengor-agent -—no-pager

OpenRC
o MH|A LMY /etc/init.d/invengor-agent
o 7|2 runleveld] S2

e =71! /var/log/invengor-agent.log

sudo rc-update add invengor-agent default
sudo rc-service invenqor-agent start

sudo rc-service invengor-agent status

SysV init
o MH|A T /etc/init.d/invengor-agent

e update-rc.d EEE chkconfig B2 S5

sudo service invengor-agent start

sudo service invengor-agent status
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agent-id , 7, QIHIEZ| TkU9| o600 22
state directory2t queue directory2| 0700 &2
release ZEO|A HTTPSTH 51&

MH|A S= 2™ LA



4.1 M3 of|Al

[server]

url = "https://inventory.example.internal:7070"
enrollment_token_file = "/etc/invengor-agent/enrollment.token"
# ca_file = "/etc/invengor-agent/ca.pem"

# client_identity_pem = "/etc/invenqor-agent/device.pem"
allow_insecure_http = false

timeout_seconds = 30

[agent]

state_dir = "/var/lib/invengor-agent"
interval_seconds = 900
heartbeat_seconds = 300
max_backoff_seconds = 3600

max_queue_bytes = 104857600

[updates]

enabled = true

channel = "stable"

check_interval seconds = 21600
public_key = "base64-ed25519-public-key"

install_path = "/opt/invengor-agent/bin/invengor-agent

[collectors]

0s = true
cpu = true

memory = true
disk = true
network = true
process = true
packages = true
services = true
accounts = true
containers = true
include_process_cmdline = false

max_processes = 10000

EE AHRELICE QB FQUEZ| Fo B2 i Hoj| BIEA] HESHUAIL.




sudo -u invengor-agent \

/opt/invengor-agent/bin/invengor-agent \

-—config /etc/invengor-agent/config.toml \

--validate-config

42847

server.url

server.allow_insecure_http

server.enrollment_token

server.enrollment_token_file

server .bearer_token

server.ca_file

server.client_identity_pem

server.timeout_seconds

agent.state_dir

agent.interval_seconds

agent.heartbeat_seconds

agent.max_backoff_seconds

agent.max_queue_bytes

updates.enabled

updates.channel

updates.check_interval_seconds

updates.public_key

updates.install_path

collectors.<name>

collectors.include_process_cmdline

collectors.max_processes
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AL W CHEMO| T, THES B2 IHY 92 A| AR YEQULICH
. EZS BAEWE WISH|L
. Z% 2710 22 EJN0IA E2S DFAZBICE
o BIHAIM EZ T — M AZ AR 2 ol ~ T EZ T7| £ME ABSILIC

o MAIOMUZ root:invenqor-agent , 0640 O|SHZ A|SHetL|LCt.

e client_identity_pem 2 QI=A A|Q11} 71Q1Z7|7} € Q= PEMRIL|LC}.

o OO|ME M3l AFEZRZF Y-S HZ = UO{OF L CE,

o Otz DLIE{ZIH 7| S2/0CSP A2 H0|EQ0] 2F HQULICE.

o A CAE MM ca_file O ME| ZEE Z|HBILICE

o JHQIF| PEMZ B HiZZ 27, E|Z 20| A A2 T
bearer token2f mTLSE SAI0| LAY &= USLICE HO|EQ0|7I & 2US 25 QGIEE HA|5HS W2 A
AMESIAR.
4420 5=

SH4H4 RUST_LOG 2 RAILICE 7|22 invenqor_agent=info YLICE.

systemd override O|A[:

sudo systemctl edit invengor-agent

[Service]

Environment=RUST_LOG=invengor_agent=debug

sudo systemctl daemon-reload

sudo systemctl restart invengor-agent
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asset_id string =t OFY AR}
category string system, process, software.package S2| HZF
source string /proc F= E= 1Y o HH S L|0|E| A
collected_at Unix seconds O =& 79| 7|12 AlZ
payload object HEHEUC
ALK
schema_version S 1
agent_id el C|2UE{2|0f| AA45HUUID
collected_at £ AlZE 7|& Unix seconds
duration_ms A £ A9 AIZH
records asset_id 2 AEst YT E
errors SA7|Hat 23 HA|Z|

5.1 Ak A2} 3]

;g

OI2NA process:{pid}:{start_ticks}

{7 || package:{manager}:{name}:{architecture}
MH|A service:{manager}:{name}

IFQUA| A filesystem: {mountpoint}

HE<|3 QIE{H0o|A interface:{name}

At AIHE user:{uid}:{name}

CHY Y ZE 2 HE A

Z2N A= PID HARES =5t | 2ot H'2 Al2 tickS &4 AFSRILICE



6. & CIOIE] &AMl At

6.1 A|AR (system)

QA: /etc/os-release = /usr/lib/os-release, /proc/sys/kernel/x, /proc/stat, /etc/timezone,

/etc/localtime
hostname HE SAEM MI§ Al /etc/hostname , 2| unknown
architecture 2 L4t Of7|Ell%
kernel_release HER-ES
kernel_version 4 2t HA 2R
boot_time /proc/stat 2| btime , Unix seconds
timezone /etc/timezone EE£ zoneinfo Ala2 &3
os_release /etc/os-release 2| LHEA} 7| & AZALE HHEISHM

A|St: DMI A ZAt-Al2|Y, BIOS, HIQIEE HEE
DMI product UUIDE 0] info 210 7|58 4
oF&LICH

Ls 4

+o5HA| 5L MO[ME= 22 ID 27|83t Al machine-idet
UA|BHv0.2.3 QIHIER]| BB EL} M4 envelopedil= Z5t51A|

6.2 CPU ( hardware.cpu )

Q. /proc/cpuinfo, /proc/loadavg

architecture A3 HO| L2 | OF7|Ell]
logical_cpus processor 5%
physical_packages physical id 19 4, AEH7} Q0 CPUZIQUQOMH Z|A 1
models 1S CPURH ZAH Z=2
load_average 12, 5&, 15& load average
Mk 20 AT, F0ke, R, A2/ 20{/AH|E0| 2B EBR = 2K QUL

6.3 M|22] ( hardware.memory )

A /proc/meminfo



/proc/meminfo 2| At 7| & 7+sSSt oF B 5 £&RLICE 7|= snake_caseZ 25t bytes E 20|MH, kB =
102451 = HIO| E The| tABHEHL|CE. of:

* mem_total_bytes, mem_free bytes, mem_available_bytes

e Dbuffers_bytes, cached_bytes

e swap_total_bytes, swap_free_bytes

* huge_pages_total bytes

LR N Z 7|7 202 3Y AF|0h=s & 4 gle 22| 7|5 5{83H0F BHLICE. HugePages Total X || The{7t

=
O[] 72! FTHe| L0 = M A2 _bytes HOAE AFERICHE HE 24 Al F2ISHIAIL.

6.4 WUA|AE! (hardware.filesystem )

Q. /proc/self/mounts EE= /proc/mounts, statvfs(2)

device O2E 2 F2|/E2

mountpoint OR2E A|H, asset ID 7|&
filesystem OFUA| AR SHA

options OF2E 24t

usage.total _bytes 44| HIO|E

usage.available_bytes HIEZ A0 A| AHE 7FSSHHIO|E
usage.free_bytes 44| o{7 HIO|E

usage.files inode &%=

usage.files_free 0|7 inode &=

HISt: pseudo filesystemt bind mount= ZE&HE! 4 QELICE statvfs AIN Al S OFREL| usage &= nullO| [Tt
Y e RAIEULC

6.5 Y EQ|3 QE{H|0| A (network.interface )

QA /sys/class/net, getifaddrs(3)

name OlE{H[0|AH
mac 23 FA
state operstate

mtu MTU



ifindex

addresses

M
23

7' OIE{T|0| A OlEIA

IPv4/IPv6 4 EAHE HIE

HET YUALO|A 7|20 2 HO|= QIE{H|0|ADF £RISH|CF Z2|TIA 20|, EREIHAE VIAN/ES 2=
v0.2.30]| Z8t=|R| ¢FELICt.

6.6 U EQZ 4
ol

=

default_routes|]

dns_servers| |

listeningl[]

A: /proc/net/route ,

( network.configuration )

/proc/net/tcp*, /proc/net/udp*, /etc/resolv.conf

S|
2k

IPv4 7|2 AZ29| QIE{m||0|A, AIO|EYI0], metric
resolv.conf @] nameserver gt

protocol, local address, local port

TCP= 4Bl LISTEN 2t ZabetL|Ct UDP= A2 HEf 7H'E Z}0|2 /proc/net/udp* 2] 22 endpointE ZEatetL|Ct.
IPv6 A= £251A|0tv0.2.39]| 7|2 AE £22 IPv4 /proc/net/route Bt AFESILICE AZaf T2 A HA
A= HSSHA| STt

6.7 Z2M|A (process)

YA /proc/[pid]/sta

pid

name

Sstate

parent_pid

start_ticks

uid, gid
executable
cmdline
PIDE %2t 02 HY

Z2N A= HQIRfLICE,

AMEHZd O

tus , /proc/[pid]/stat, /proc/[pid]/exe, MEHHEOZ /proc/[pid]/cmdline

1

ZZMAID

Fd Z2NA OIS

72 Al 22

=g PD

2EI0|% A2t tick, PID AL L&

status?| # UID/GID

nx

Yo s Y of

7|2 null, 243t Al argv A+ HIE

e £l max_processes 77f7~|'3f3<13|3 LIC} 3 =& SRE T2 M| A9 Mot =0 812 =t
SEHe, B2 o, M 22| LIE2 +5HA| pFEL Tt



QAN H B /H|HAEE QI include_process_cmdline=true = Y| ZHE H|LUHS, EF, AFEAL U, Ot
d2E YL Z MES = USLICE HR-EHOHSQl, 2| AR HE 7|2H 0tAZ 2 glo] 2H43f5HA| DFdA| 2.

0]
o T ® Tty =1

i
Hu

6.8 7| A| ( software.package )

dpkg /var/1ib/dpkg/status manager, name, version, architecture, source_package
apk /1lib/apk/db/installed manager, name, version, architecture
rpm AA QIR rpm -ga ——qf ... manager, name, epoch/version/release, architecture

dpkg= install ok installed 2F Z23HL|CH RPM DB @4 Z10|= rpm S2I0|AHEE S2t A 2 AFESHH &S
2| R| 4ELICt o2 T 7 || 22| A7t S22 [ dpkg — apk — rpm M| = SHLPF MEHSHL|CE, H0{H I{7| |
(pip, npm &), ZIE|0|A O|0|R| L& THF[A], TpY sHAl= =RISHA| ¢ LCE.

6.9 AH|A (' service)

‘EE.HI

i

systemd 14 QIA}F systemctl show ——all ——type=service name, load/active/sub state, unit file state
OpenRC /etc/init.d, rc-status --all MH|ATY, 2UR|5H= AEH ZAHE
SysV /etc/init.d, /etc/rc*x.d MH|AH 245 runlevel; S A3 AE = null

systemd £2|7t HI{5H OpenRC EE= SysVE HZIM O 2 CHAEL|CEH MH|A HH 22, SHdHs, AHAST2
F2I5HA| 5Lt

6.10 A2 AL A1™ (account.user )

L1A: /etc/passwd, /etc/group

B

nx

name E29IH
uid, gid KA ALEAL 7|2 & ID
gecos Ay/AFEEA £ AS

home = OB
shell 2701 M

supplementary_groups /etc/group Of| HA|EI EHZX 12H



|I:I|

S At Jetc/shadow & HAl PELICE GECOS, AFBAME, & 2= HAYEILE # AL 2 FY A4

= -
A2 H=Z EX|SHIAIL. LDAP/AD S NSS 282 AHHZ2 /etc/passud 0f] YA O 2 LIEHL|A| Q1O HSHE||
SLICE

52 mX

-

6.11 Z1E|0|L] &4 ( container.environment )

Q1M HEFY A AR, /proc/1/cgroup, /.dockerenv, /run/.containerenv , cgroup filesystem, Kubernetes

service account 42

host_runtime_endpoints 245t docker/containerd/podman/crio 22
agent_is_containerized cgroup/HA| 7|8 0f|0] M E ZiE||0|L] A3l 6| &
cgroup_version cgroup vl E=v2
kubernetes_service_account MH|A AHH CIEE| 22 o2
ZiE||0|H, Pod, O|O|A], HA|AEE], Kubernetes 2| AAE HHSIA| FELICH HEFY AZN0f| HL31A| 250 ZAH o £0F

=L

7.4 2Ujjet HE TY

— o=

o & envelope?| collection_errors[] Of] 7|k LHHA| £ Z3t= |A|ELICH

4247|= ¥ blocking task® A E| T ZTf0 QB 0|24/IDACE HUELICE B £37|7} ATHSHH errors|]

—_

HE TE2 collected at , FH| & 22 A[ZIA{F O§H BHY= 242 A|Ql5t, ZF 2 29| ID, =, 21, payloadS
562

SHA-2 2 ALRILICE
A% HE L8
|z 44 A snapshot

S&HA added , updated , removed change H{|E€

HZ 12, heartbeat =2 snapshot/change gi= heartbeat

F7| 2% QF Z, 52 AL HA T AA|
27| LEILSHHEIE AT 1 27|= A AMER|| HH HYS E+H 02 AASLICL Ol= LF i AHE
DR, CHE ek 270N A= AR ZHLe| 2|7 O|HIE = CHE 2t dE F7|7HA| A|9e = ASLIC

8. JEf A g1 ti+8 7

7|2 2E= /var/lib/invengor-agent 4L|LC}.



4= LH& Hst
agent-id Mz| QIARA YUID 0600
inventory.json 2 Q5 OHIER| 0600
snapshot. sha256 Ot ALHAFSHA| 0600
last-heartbeat OFA|2} OHHIE Al ZF 0600
queue/* . jsonl #=Mst=l 0|52 envelope 0600

D= A o2 UA| IHY M — fsync — rename YA 2 AR} WAL Ct 7 TFYH2 nanosecond 7|2F
=AM event UUIDE A0 S 20| MM E £&AME EZSHCH 42 01N A2 212 2{2|8HC}.

>

T 37|17t max_queue_bytes & EH & 42
1. 7|2 0|ME O|HIE= AFA|SHR| SF&LICE

EL A
—
Y& HIAIH HO|E] £2S BAIH = EafL|Ct

2. M envelope 4
3. 2BAt= el =27 = 77t e HA5H=A] =I6HO0F L T

- MYZ-HASHA| AR, 271Tfe |7 | = HE 52, HY
A
T

9. HI0|EfI0] HE A%

9123

POST {server.url}/v1/agent/events

Content-Type: application/json

User-Agent: invengor-agent/0.2.3
X-Invenqor-Agent-Id: <agent UUID)
X-Invenqor-Event-Id: <event UUID)>

Authorization: Bearer <token)

2 envelope EE:

schema_version S 1

event_id AL S HEIA| 2= idempotency key

agent_id M2| 9IAEA UUID



created_at O[HIE MM Unix seconds

kind inventory EEE heartbeat
snapshot_hash S8 OlHIER| SHA-256
snapshot Z|Z QIHIEZ|Y Il M| AHAF
changes %< added/updated/removed

H

A
2837128

ol
ont

collection_errors

"accepted": true,

"policy_version": "2026-07-29.1"

HTTP 2xx@t accepted: true 7t B&F SZEHOF SSULICE. policy version 2 210f| 2H2EHSHH v0.2.3= ¥4
20|t HYS HEl5tR| rELICt

o= 2o

HIO|EQI0]= event_id Of CHolf H-S *{2|s{Of SLICH HIERXT THEZE A7t 22| & SEH2 LR ZotH &2
eventZt HHEE & USLICE

0.3 4mjjet o
« DNS, TCP, TLS, Et0FZ, H|-2xx, JSON 2%, accepted: false & &If
o HMAIZ 7] 1Z
o AIjE oLt 241 St
* max_backoff_seconds A5t &E

e HEATZRE 273}

10. Bt S

10.1 systemd sandbox

7|§ unit% |_-_|.22 :HQ_%H_| |_'_|-_

Oo=2 1od

¢ NoNewPrivileges=true

e ProtectSystem=strict, ProtectHome=true , PrivateTmp=true

7{'2 tunable/module/control group £5

SUID/SGID, realtime, personality B2 A5t



e MemoryDenyWriteExecute=true

« capability@} ambient capability St

o FATYUI| AF_UNIX, AF_INET, AF_INET6 Bt5{2
e /var/lib/invengor-agent Bt 27| 5|&

e UMask=0077

Z2| override?} O] SAIE 2ABHAI7|A| RF=A| T A ZEFHIAIL.

10.2 C|OJE] 257 A1

HlolE AN SE2A

SAEQ, IP, I{7|Z], MH|A HOtAZO SA EHLE TS

A¥Y, GECOS, & 4= HHRAIYE = 22 MEYH THs

ZENA A% ot YR HOH A LY B2 Tks

TE2N|A FYA (MEH) AAZE-JHRA CIo[E] 28t 7Hs

mTLS 7§217|/bearer token QS HIY, HIES|L 22| 22
2|E SE2 22 A0 MELCE SY H0|EHOl= UE &=2shE OfLI2t A =8t JE 7|8 M,
BE/I17| BUS PHOFELICE
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