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ZiE|0|H QHoj|A] HIO|HZ|= UID/GID 10001 2 ARHE| 1, O|0|R|2| HEALTHCHECK = 20ROt relio healthcheck S 3&
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# 2|2 HO|R|oAM g2 ZtitEs MHZE F71 &
gunzip -c relio-v1.11.19.tar.gz | docker load

docker image inspect relio:v1.11.19 —-—format '{{.Id}}

2.3 PostgreSQL ZH|

0|0 2% Z2I PostgreSQL 0| O™ DB o AF2 A3 BHEL|CY,

CREATE USER relio WITH PASSWORD '<db-password>';
CREATE DATABASE relio OWNER relio;

O ZH|0|H 2 ZlZLCH.

docker network create relio-net

docker volume create relio-postgres-data
docker run -d —-name relio-postgres —-network relio-net \
—e POSTGRES_DB=relio -e POSTGRES_USER=relio \

—e POSTGRES_PASSWORD="<db-password>"' \

-v relio-postgres-data:/var/lib/postgresql/data \

postgres:17-bookworm
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# 702l A& 7|2 CHA| EZaloF &Lct,

ENCRYPTION_KEY="$(openssl rand -hex 32)"

docker run -d —-name relio --network relio-net \

-p 8080:8080 \

—-e POSTGRES_DSN="postgres://relio:<{db-password>@relio-postgres:5432/relio?sslmode=disable" \
—-e BOOTSTRAP_ADMIN="admin" \

—e BOOTSTRAP_ADMIN_PASSWORD="<initial-admin-password, 12Af O&H" \

—-e ENCRYPTION_KEY="$ENCRYPTION_KEY" \

-v relio-data:/var/lib/relio \

—-restart unless-stopped \

relio:v1.11.19
7| 2710 A Oto| 22|o| Mt 7| AS0| ELL Relio started 7h RI5|H ELICt.

docker logs -f relio

curl —fsS http://127.0.0.1:8080/health/ready

# {"postgres":"ok","schema":{"schemaVersion":"

1"012_personal_key_access_version.sql", ...}, "status":"ready"}

2.5 2|z #a|zt 279!

1. HEFRAHO|A http://<AMB{>:8080 & HL|C}.

2. BOOTSTRAP_ADMIN / BOOTSTRAP_ADMIN_PASSWORD = Z1QISH|Ct ZA| H|UHS HZ 3HHO 2 0|
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system.service_name

system.service_url

system.locale

system.timezone

auth.local_login_enabled

security.session_minutes

security.allowed_origins

security.export_enabled

files.max_upload_mb

api.rate_limit_per_minute

api.enabled / keys.api_enabled

mcp.enabled / keys.mcp_enabled
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mcp.tool_allowlist

keys .max_per_user

keys.default lifetime days /
keys.max_lifetime_days

keys.rotation_grace_hours

sales_intelligence.risk_threshold

sales_intelligence.inspection_days
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3.3 Al SSO HZ (Keycloak OIDC)

ALY SSO H& 31HO|| Issuer URL(0|: https://sso.company.internal/realms/enterprise ), Client ID, Client Secret 2 A
ABtLICE Client Secret 2 Instance Data Key 2 2S5 35Hz|0| A ZHEILICE HA HIAE = Discovery, TLS, JWKS,
Callback 2 ZISHL|CtH( POST /api/vi1/admin/oidc/test ).
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relio Confidential Client Secret
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http://localhost:8080/api/v1/auth/oidc/callback
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At SSO ¥ — Issuer-Client ID-Client Secret 2t ¥Z HAE

FHHAE

» Keycloak 22t0|HE2| Redirect URI = <system.service_urld/api/v1/auth/oidc/callback LIt
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contract:write, sales:write, target:write, product:write

HA = SALES_USER 20| DM - FAT|S|- S A 7| /AT], Ak AE- Y A7,
2 approval :request , :use . SSO Al4F AF22}e] 7|2 Role

715 HSt =S & activity, contact, customer, lead, opportunity, quotation, notification 2| :read / :write,
contract * product - sales * target * forecast - intelligence 2| :read / :write, report:read,
approval :request / :approve , voice:read / :write / :manage, analytics:manage, mcp:use, customer:delete,

admin:read / admin:write .
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relio healthcheck — docker ps 2| healthy HA|
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as,

PostgreSQL, Schema, Master Key, Storage, Service URL, AFEA}
Background Job, Keycloak, REST API, MCP, £21 Workflow 2IE ( GET
/api/v1/admin/operations )

Role, Pipeline,
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Q74 117|3| 2 HF2 0| = 1 .
12, Sheal, 2 HZE COMPANY - LOCAL
= U RICHCHA| AlSH Support Bundle
AHE| X|CF .« RF]
—0 =]
ZEtY, Clo|Efeo]~, =ot i nt Wi atR e NS HAFLCL
A AR T 2
PostgresQL 44 v, =) + Master Key A4 -

Database 3 &

Persistent Storage 3N - 1 Service URL TR - s A3t 23 -
2 ENCRYPTION_KEYZE 5
Role - Data Scope HE - + CRM Pipeline Y - ~ Background job HE -
C Role0| ZH|E|0{ +4 Stage@ Deal Health 7 {5t Background Job
Keycloak OIDC 2 d + REST API Y - + MCP Server 24 -
= A2 Personal Key REST AP MEts Streamable HTTP MCF.
£°! Workflow L

AJAE! ZICE . 2k0f  E}QI.DB- HOF LA -Hi ] 3LQ = ZkI Z|Ct 7T

[= R e — —

Support Bundle( GET /api/v1/admin/operations/support-bundle )= 2l Zut-HZ - HAS JSON StLEE LH2{2r&LCt.
H|ZEHS, SSO Secret, 7| Digest = £0171A| 2 CH2EE ALA| 7 ZFA 270f| SUPPORT_BUNDLE_EXPORT 2 &LICH &
HE 2 g o] oS LM L.

5281

2= JSON 8t & HAOR BE Z20 LIZL|CH IHUR M| FOO R docker logs Lt ZIE|O|L] ZIEFIS| 27 E2}O|HE
Yt

docker logs ——since 1h relio | jq -r 'select(.level=="ERROR") | "\(.time) \(.msg) \(.error // "")"'

HE APISH 2FR0= requestld 7t UL, 22 20| M 2719| requestld 2+ ZAF 2710 ARIL|CE. ALEA7F ME et ID
Z Nl 2= 0l U .

53ZAZ
ZHAF 27 51H2 Web-REST-MCP-Admin-Login-Key AH'd2| 22 A5t HE HFE H|WEHL|CH 6ET
/api/v1/admin/audit?channel=8q=8limit= ). ZA} B2 PostgreSQL 0f| QB2 Ht 7|7k2 DB Q) 423 HEL|Ct



o Actor, Action, Resource, 23 ID 74 SEESHERN H &g
2| 2343 5 = g IP - 23 ID
5,0265 sa 1l admin ADMIN SETTING_UPDATE api.rate_limit_per_minute 172.18.8.1/32
202639211 .gmin  ApMIN  USER CREATE . 172.18.0.1/32
2026298 11 gmin  AbMmin  USER CREATE o 172.18.6.1/32
202629811 gmin  ADMIN  USER CREATE o 172.18.0.1/32
52,0265 981 admin LOGIN LOGIN session 172.18.8.1/32
2,0265 sa1l admin ADMIN SETTING UPDATE api.rate_limit_per_minute 172.18.0.1/32
iozﬁ{ g1l admin ADMIN SETTING_UPDATE api.rate_limit_per_minute 172.18.6.1/32
5,0265 91l admin LOGIN LOGIN session 172.18.0.1/32
HALRO — 22 -2H - QAR L2 HASHY B S S H| W StTt
5.4 4
S A2 F7HR(0|2, Z2 MY 22 BZ{OF SILICE
1. PostgreSQL — 2 H|O|E{.
2. Y38} 7| — ENCRYPTION_KEY & 2211 QUCHH 1 gL (H|ZHS 22| =+10f| 0]0] AUO{OF HLITH). 22| ¢i=
/var/lib/relio/secrets/master . key . O] 7| $10| DB Tt 2-2I5tH 7§l H= 7|2t SSO Client Secret &

2=l OF ZfLCH.

# DB

docker exec relio-postgres pg_dump -U relio -d relio -F ¢ D> relio-$(date +%Y%m%d).dump

A

=

# 28 (ENCRYPTION_KEY & 22| %8 of T4,

=

T = uploads/exports S & HZh)

docker run —--rm -v relio-data:/data -v "$PWD":/backup debian:bookworm-slim \

tar czf /backup/relio-data-$(date +%Y%m%d).tar.gz -C /data

admin
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docker stop relio
docker exec -i relio-postgres psql -U relio -d postgres -c 'DROP DATABASE relio' -c 'CREATE DATABASE relio OWNER re

docker exec -i relio-postgres pg_restore -U relio -d relio < relio-20260911.dump
docker run --rm -v relio-data:/data -v "$PWD":/backup debian:bookworm-slim \
tar xzf /backup/relio-data-20260911.tar.gz -C /data # master.key & #A & FR

docker start relio
4 G
E1 27|18 2100 instance encryption key verified 75O BFLICE. instance encryption key integrity check
failed 7t Lt2™ DB 2t 7|7t M2 CHE A 9| ZHULICt — Relio = HIO|E &4 A7| Qs M| 7|2 DIEA| Y 7SS HE
LICt 22H ENCRYPTION_KEY & E7HLI 22 Al&Q| master.key & S-25HA|L.
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18}

0to| 10|42 M 0| 7| S5HEM A5 2 HEELICE £S5 4 GO YI0|= 2 4

LIC.

gunzip -c relio-v1.11.19.tar.gz | docker load

docker stop relio &% docker rename relio relio-old

docker run -d —--name relio —--network relio-net -p 8080:8080 \
—-e POSTGRES_DSN="..." -e BOOTSTRAP_ADMIN="admin" -e BOOTSTRAP_ADMIN_PASSWORD="..." \
—e ENCRYPTION_KEY="$ENCRYPTION_KEY" -v relio-data:/var/lib/relio \
—--restart unless-stopped relio:v1.11.19

docker logs -f relio # "Relio started" &l

curl -fsS http://127.0.0.1:8080/health/ready | jq .schema.schemaVersion

docker rm relio-old # 2ol 5

o Y2 =E-Z2 ENCRYPTION_KEY & E7{OF RILICE O H{ZO0|A] ENCRYPTION_KEY S10| 2FSICEZt O[O 22 FH, 7|
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